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1. Introduction
National Center for Security and Crisis Management is seeking proposals from
authorized partners to provide and implement a Multi-Factor Authentication
(MFA) solution based on One-Time Password (OTP) technology for NCSCM.
We require a comprehensive solution that enhances security, streamlines user
access, and improves user experience, leveraging the specific features and
benefits offered.
2. Background

Our current authentication process is based on single factor: username and
password only. We are looking to implement the OTP solution that addresses
these challenges by adding the extra layer of authentication provided by OTP to
protect against unauthorized access and Enhancing administrative efficiency to
management and access control features.

The organization is seeking proposals from qualified vendors to provide a robust,
scalable, and secure authentication by OTP (One-Time Password) system.

The system must seamlessly generate, send, and verify OTP codes via SMS to a
user's mobile phone to authorize access to content via web or apps requiring
authentication.

3. Requirements
The solution must at minimum address the following requirements:

e We need to purchase OTP licenses for 100 users to secure our system access.

e The license type should be subscription based. Provider must propose two
options: for one and three years subscription.

« The solution should be scalable to accommodate our future growth in users and
applications.

o The verification code is sent to users from different organizations (not the same
domain).

« Required integration with our NCSCM SMS Gateway; that will be used to send

the verification code

No application must be downloaded at end user phones.



We will provide all requirements for downloading and activating the tool
(VMware virtual server).
Vendors must address how their platform addresses the following functional
and technical pillars:
» Configurable OTP lengths (4 to 8 digits) and alphanumeric capabilities.
¢ Customizable expiration windows (e.g., valid for 3 to 10 minutes).
* Rate-limiting and brute-force protection (max attempts per phone
number/IP address to block fraud).
Capability for global or regional SMS delivery with high throughput and low
latency (one-time password delivery time: less than 5 seconds).
Data Protection: End-to-end encryption for data in transit and data .Supported
Factors: Must support SMS, Email.
Centralized Dashboard: Admin console for monitoring authentications,
managing user policies, and viewing real-time system health.
Comprehensive, exportable audit logs that can integrate with SIEM tools (e.g.,
QRadar).
The solution must comply with industry best practices for security and data
privacy, including adherence to relevant regulations (is027001).
The proposal should include an annual local support from the partner.
The solution must support both active directory users, and local users on DB
using the mobile number.
Most of the applications and systems targeted for integration with the proposed
OTP-based MFA solution are built on the .NET framework and Microsoft SQL
Server and are hosted within the company’s on-premises environment. The
company shall provide the required APIs and integration interfaces to facilitate
successful connectivity with the MFA solution. In addition, the company shall
provide a list of programming languages and development platforms supported
by the solution for integration purposes, ensuring that the solution can be
utilized by future applications and systems developed using different
technologies.
Self-Service Portal: End-user self-service options for resetting factors or
registering new devices to minimize helpdesk tickets.

Company Overview: Briefly describe your company, relevant experience, and
any partner/certification status with the proposed MFA platform.

Provide a detailed description of the proposed solution and how it meets the
requirements in this RFP.

Describe your implementation approach, including timelines, required
resources, and migration strategy.



Include a architecture diagram of the proposed MFA solution.
provide a transparent, itemized pricing matrix based on your licensing model
(e.g., per user/month, per transaction/SMS bundle, or flat enterprise tier):

All required information or answers that could help the bidders to determine the
Licenses Renewal requirement are through: Contacting Email:
tenders@ncscm.gov.jo , telephone: 065777370 ext.3207 .
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